Configuring FluentSMTP with Outlook or Office365 Emails

Please follow the below sections to configure Outlook or Office365 Emails with
FluentSMTP.

Please go to WordPress Settings = FluentSMTP

0 P + New SmanSlider sl RankMathSEO B Showalllanguages =§ Hostinger UserTesting 5 Events @  UpdrafPlus Howdy, nidula [ll “

At a Glance

Now from your WordPress Dashboard go to Settings = FluentSMTP

& fluentSMTP t Email Test  Er

Welcome to FluentSMTP

Thank you for installing FluentSMTP - The ultimate SMTP & Email Service Connection Plugin for WordPress

Please configure your first email service provider connection

Connection Provider
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Please select your email service provider



After selecting Microsoft as the mailer, a very simple settings window will open as
shown in the screenshot below.

fluentSMTP Settings Email Test Email Logs About Documentation

Add Connection

Connection Provider

. @
| Microsoft & change

Sender Settings

From Email From Name

Set the return-path to match the From Email @ Force Sender Name @

‘Outlook/Office365 API Settings

Please check the 1 first to create API keys at Microsoft
Store Application Keys in DB Application Keys in Config File

Application Client 1D Application Client Secret

App Callback URL (Use this URL to your APP)

nfwp-json/fluent- callback

Please authenticate with Office365 to get Access Token

Authenticate with Office366 & Get Access Token

Outlook/Office365 is not recommended for sending mass marketing emails.

Save Connection Settings

The Application Client ID and Client Secrets are parts of the Microsoft Azure Cloud
Application. We need to:

Please go to Microsoft Azure Portal from Here: Home — Microsoft Azure

Microsoft Azure

B® Microsoft

Sign in

to continue to Microsoft Azure

No account? Create one!

Can't access your account?

Back



https://portal.azure.com/#home

You may be asked to log in to your account using your Outlook or Office365 Account
Email as the above screenshot. Once you are logged in you will be redirected to the
Azure Portal Home as the below screenshot.

R Search resources, services, and docs (G+/) a2 shuvoaftabibrahim@ou

Welcome to Azure!

Don't have a subscription? Check out the following options.

»

Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services, Manage access, set smart policies, and enhance security Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services. with Azure Active Directory. for Teaching after you verify your academic status.

Now from the top search bar, Search for “app registration” and it will automatically
suggest a few services and look for the App Registrations as below. Then click on this
to go to the App Registration Dashboard.

2| app registration | shuvoaftabibrahim@out..

All Services (34) Resources Resource Groups Documentation (30) Marketplace (0)

Azure Active Directory (0)

Services See all
i, App registrations @ App Services
% Event Grid Partner Registrations <> Function App
# App Configuration @ Application gateways
1 App proxy O Application groups 4
Documentation See all
Quickstart: Register an app in the Microsoft identity platform ... Create an Azure AD app and service principal in the portal - Micro...
Start with a
Tutorial: Register an app with Azure Active Directol Add app roles and get them from a token - Microsoft Entra
Get $200 free : 9 R = Ll 24 i g ; 2 Dev Tools
plus 12:month Register your app with the Azure AD v2.0 endpoint - Microsoft Gr... Custom role permissions for app registration - Azure AD - Micros... gus.

m New App registrations experience in Azure AD B2C

Apps & service principals in Azure AD - Microsoft Entra

) Continue searching in Azure Active Directory
Azure sen
2 Give feedback

1 - - - e - — - -~



You can also directly go to New APP Registration from here: Register an application —

Microsoft Azure and you will be redirected to the below dashboard once you are logged
in as per the previous step.

= Microsoft Azure 2 Search resources, services, and docs (G+/)

shuvoaftabibrahim@out... &

Home >

App registrations  »

X
@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no
longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

2 Start typing a name or Application ID to filter these results

There are no applications here.

Register an application

Now, if you do not have any existing Apps Registered then you will see the same
dashboard as the above screenshot and can click on the Register an
application button from the center.

If you already have an existing App registered, then you will have to click on the + New
Registration button on the top section to Register an Azure Application.

Register an application

A This application will not be associated with any directory and will be subject to limitations. You should not create production apps
outside of a directory.

* Name

The user-facing display name for this application (this can be changed later).

L w

AN

Supported account types

Who can use this application or access this API?

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

@ Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...


https://portal.azure.com/#view/Microsoft_AAD_RegisteredApps/CreateApplicationBlade/quickStartType~/null/isMSAApp~/true
https://portal.azure.com/#view/Microsoft_AAD_RegisteredApps/CreateApplicationBlade/quickStartType~/null/isMSAApp~/true

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web \/| ‘ https://whisperingcakes.s1-tastewp.com/wp-json/fluent-smtp/outl...

N AN

By proceeding, you agree to the Microsoft Platform Policies =

1. Name: In the next section, Provide a Name for the Application as an Identifier.

2. Supported Application Type: This must be “Accounts in any organizational
directory (Any Azure AD directory — Multitenant) and personal Microsoft accounts
(e.g. Skype, Xbox)” to let FluentSMTP get authorized in the later steps and send
emails from your Microsoft Account.

3. Redirect URI: The Platform should be of Web type and the Redirect URI is
the App Callback URL collected from the earlier step provided by the
FluentSMTP plugin on your website.

The Redirect URI is in the following format:

https://YourDomain.com/wp-json/fluent-smtp/outlook_callback

= Microsoft Azure O Search resources, services, and docs (G+/)

Home > App registrations »

@ Create application *
HH FluentSMTP » - Successtully created application FluentSMTP
B Overview @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —
Quickstart
#" Integration assistant ~ Essentials
Manage Display name FluentSMTP

Application (client) ID 34fe4654-7134-4faa-97a6-8629c9673abb

Branding & properties

Object ID 4d9b6306-4c97-4e7b-85¢3-b19bb9523ace
3 Authentication
Directory (tenant) 1D : fBcdef31-a31e-4bda-93e4-5f571e912552

Certificates & secrets
Supported account types : All Microsoft account users



Now we need to create and store the Client Secret Value. To do this, please go to
Certificates & Secrets = + New Client Secret

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > App registrations > FluentSMTP Add a client secret X
FluentSMTP | Certificates & secrets =

Description | FluentsMTP Secret |

O Search « 37 Got feedback?
earc A7 Got feedbac Expires [ Recommended: 180 days (6 months) ~]

B Overview

& Quickstart Credentials enable confidential applications to identify themselves to the authentication service whe
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secre
#" Integration assistant

Manage
@ Application registration certificates and secrets can be found in the tabs below.

B Branding & properties
3 Authentication . )
Certificates (0) Client secrets (0)
Certificates & secrets -
A secret string that the application uses to prove its identity when requesting a token, Also can be

1! Token configuration

- APl permissions -+ New client secret
@ Expose an API Description Expires Value ©
&2 Owners

No client secrets have been created for this application.
[ Manifest

Support + Troubleshooting
£ Troubleshooting

& New support request

Once you are done please click on the Add button from the bottom and it will redirect
you to Client Secret Overview and a Client Secret Value will be generated for you.
Please copy and store this Client Secret Value as this will not be visible again once
you leave this page.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > App registrations > FluentSMTP

@ Update application credentials x
FluentSMTP | Certificates & secrets = Successfully updated application FluentSMTP credentials
[ search | « A Gotfeedback?
B Overview
& Quickstart @ Got a secand to give us some feedback? = *

#" Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS.
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

= Branding & properties

i x

D Authentication @ Application registration certificates and secrets can be found in the tabs below.
Certificates & secrets
0 N
fl}" Token configuration Certificates (1) Client secrets (1)
-2 API permissions
P A secret string that the application uses to prove its identity when requesting a token. Alsa can be referred to as application password.
& Expose an API
2 Owners ~+ New client secret
Ml Manifest Description Expires Value & Secret ID
. FluentSMTP 7 . 5 8 -563a-4373-819a- ®

Support + Troubleshooting uentSMTP Secret /2372023 kIn8Q~35IMOw2I-XGorGlgAmISmcCZK1 [ |Bdd0d0fb-b69a-437a-819a-07182aa94398 [ m




Add APl Permissions (Mail.Send)

After generating the Client Secret, follow the steps below:

Step 1-Go to APl Permissions

1. Inthe left menu, click on APl permissions

2. Clickon + Add a permission

Home » App registrations * Email Configuration MIFCO

5 Email Configuration MIFCO | API permissions

ch

) Refresh | 7 Got feedback?

B Ove

& Quickstart

A\ Granting tenant-wide consent may revoke permissions that have aiready been granted tenant-wide for that application. Permissions that users have already granted on their own behalf aren't affected. Leam more
# Integration assistant
X Diagnose and solve problems

@ The "Admin consent required” column shows the default value for an arganization. However, user consent can be customized per permission, user, or app. This column may nat reflect the value in your organization, or
~ Manage in Grganizations where this app will be used. Leam o

B2 eranding & properties

3) Authentication (Preview) Configured permissions
. Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
Certificates & secrets all the permissions the applicatian needs. Learn mar about permissions and consent

Taken configuration

I -5 APl permissions u

API / Permissions name Type Description
& Expose an AP Lda P

Admi

consent requ... Status
v Microsoft

App roles

& O email Delegated  View users' email address No @ Granted for XSoft Solut, =+
2 Owners
ol d administrats Mail. Send Delegated  Send mail as a user No @ Granted for X Soft Solut_ =«
&, Roles and administrators
" Delegated  Sign in and read user profile No @ Granted for X Soft Solut =ss
Ml Manifest

> Support + Troubleshooting
Other permissions granted for X Soft Solution Pyt Ltd
5ot 0 com; oo AN, oo/ pcanensceiClAn P p VS35 10555003735 3y T 15T A b 70Tk AR5~ eon B vcrvenasgpniuen= e sov /- I
Step 2 - Select Microsoft Graph
1. Click on Microsoft Graph

2. Select Delegated permissions

Delegated permissions allow the application to send email as the signed-in user.

Home * App registrations * Email Configuration MIFCO Request API permissions

X
Email Configuration MIFCO | API permissions =
a
Select an API
Search (D Refresh A7 Got feedback? .
L feedback Microsoft APIs  APls my organization uses My APIs
B overview .
Commonly used Micrasoft APIs
&b Quickstart
A\ Granting tenant-wide consent may revoke permissions that have ab
# Integration assistant Microsoft Graph
X Diagnose and salve problems Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility +
9 pre : @ The *Adrmin consent requied column shows the defautt vloe for Security, and Windows 10, Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange,
m nt required” colu ult value for ¢
v Manage in organizations where this app wil be used. Leam more OneDrive, OneNote, SharePoint, Planner, and more through a single endpoint.
B Branding & properties
D Authentication (Preview) Configured permissions
Applications are authorized to call APIs when they are granted permi o
Certificates & secrets all the permissions the apph eds. | e about permissi 4L, Azure Cosmos DB ) Azure Devops O Azure Key Vault
Teken configuration Fast NoSQL database with open APIs Integrate with Azure DevOps and Azure Manage your key vaults as well as the
{- Add a permission far any scale. DevOps server keys, secrets, and certificates within
5 API permissions your Key Vaults
API / Permissions name Type Description
& Expose an AP
v Microsoft Grap!
App roles
email Delegated  View users' ema () Azure Rights Management —
2 Owners g Eed services js Azure Service Management = Azure Storage
ot and administrat Delegated  Send mail as a u Allow validated users 1o read and write Programmatic access to much of the Secure, massively scalable object and
. Roles and administrators protected content functionality available through data lake storage for unstructured and
u Delegated ~ Sign in and read the Azure portsl semi-structured data
M Manifest
» Suppert + Troubleshooting
Other permissions granted for X Soft Solution Pyt Ltd
Dynamics 365 Business
Addorremova et by rsing e s+t These permissions have been granted for X Sof Solution P Lid but L R 15 oynamics cam Dynarmics ERP .



Home > App registrations > Email Configuration MIFCO Request API permissions %
. Email Configuration MIFCO | API permissions

CAll APIs
|.© search R ) Refresh | A Got fesdback? i} Microsoft Graph
https://graph.microsoft.com/ Docs of
B Overview What type of permissions does your application require?
& Quickstart
A\ Granting tenant-wide consent may revoke permissions that have ak Delegated permissions.
# Integration assistant Your application nseds to access the AP as the

signed-in user,
X Diagnose and solve problems
@ The “Admin cansent required” column shows the default value for ¢
v Manage in erganizations where this app will be used o o
Application permissions
= Branding & properties Your application runs as 2 background service or daemon without a
Configured permissions signed-in user.

3) Authentication (Preview) igured pefmatss

Applications are authorized to call APls when they are granted permit

Certificates & seciets all the permissions the application needs. Learn mare about permissic

| Token configuration
+ Add a permission + Grant 1 for X Soft Selutiol

- API permissions
API / Permissions name e Description
& Expose an AP| R i
Microsoft Graph (3)
B2 App roles hd "
N email Delegated  View users' emai
&2 Owners
N . Mail.Send Delegated ~ Send mail as a u
&, Roles and administrators
User.Read Delegated  Sign in and read
I wanifest E 9
> Support + Troubleshooting
Other permissions granted for X Soft Solution Pyt Ltd Addp =
Add o remave fovorites by pressing Ctrl +shift+F These permissions have been granted for X Soft Solution Pyt Ltd but

Step 3-Add Mail.Send Permission
1. Inthe search box, type:
mail.send
2. Under the Mail section, select:
Mail.Send - Send mail as a user

3. Click Add permissions

Home > App registrations > Email Canfiguration MIFCO Request AP| permissions %
+- Email Configuration MIFCO | APl permissions =
| signed-in user.
[P search | x O Refresh | 2 Got feedback?
Application permissions
B overview Your application runs as a background service of daemon without a
§ signed-in user,
& Quickstart

A\ Granting tenant-wide consent may revoke permissions that have ak
# Integration assistant

Select permissions expand all
K Diagnose and solve problems
@ The "Admin consent required” column shows the default value for ¢ [2 maitsend
v Manage in organizations where this app will be used. Leam more
x
B Branding & properties @ The “Admin consent required" column shows the default value for an organization. However, user consent can be customized per
) ) permission, user, or app. This column may not reflect the value in your organization, of in organizations where this app will be used. Leam.
2 Authentication (Preview) Configured permissions
) Applications are authorized to call APls when they are granted permit
Dertificates & cecrets all the permissions the application needs. Learn mare about permissit
11! Token configuration Permission Admin consent required
- Add a permission nsen X 1
5 APl permissions
7 Mail (1)

API / Permissions name Type Description
& Expose an AP L P
v Microsoft Graph (3) MailSend ©

HE Approles ) No
PP = Send mail as a user

N email Delegated  View users' emal
& Owners (] Meisendshared © N
o
& Roles and adminisirators Mail.Send Delegated  Send mail asa u Send mail on behalf of athers
User.Read Delegated  Sign in and read
I Wanifest E 7
> Support + Troubleshaoting
Other permissions granted for X Soft Solution Pvt Ltd i Discard

Ak or remove fovorites by pressing Ctri +SMFEoF These permissions have been granted for X Soft Solution Pvt Lid but




Step 4 - Grant Admin Consent (Important)

After adding the permission:
1. Click on Grant admin consent for [Your Organization Name]
2. Click Yes to confirm

After successful approval, the Status should show:

Granted
A If You Are Not an Admin

If you are not a Microsoft 365 Global Admin or Application Admin, you will not be able
to grant admin consent.

In this case:
1. Contact your organization’s Microsoft 365 Global Administrator
2. Askthe admin to:
o Go to Azure Portal > App registrations
o Open the application
o Goto APl permissions
o Click Grant admin consent
o Click Yes to approve

Itis recommended to use an Admin account when setting up APl permissions to avoid
permission errors such as:

error=access_denied
error_subcode=cancel

Once the admin grants consent, the Status should change to:

Granted

Once this is completed, your Azure App Registration is properly configured to send
emails using Microsoft 365.

Now you can proceed back to FluentSMTP and complete the authentication process.



FluentSMTP Microsoft Settings

We are done obtaining the Application Client ID and Client Secret Value. After
providing them in the FluentSMTP Settings, please click on the “Authenticate with
Office365 & Get Access Token” button.

Application Details

Edit Connection

Connection Provider

[ B® Microsoft @

& change

Sender Settings

From Email From Name
shuvoaftabibrahim@outlook.com Ibrahim Qutlook

Set the return-path to match the From Email @ Force Sender Name @

Outlook/Office365 API Settings

Please check the documentation first to create API keys at Microsoft

Store Application Keys in DB Application Keys in Config File

Application Client ID Application Client Secret

App Callback URL (Use this URL to your APP)

| https://testwp.ibrahimsharif.com/wp-json/fluent-smtp/outlook_callback

Please authenticate with Office365 to get Access Token

Authenticate with Office365 & Get Access Token

Outlook/Office365 is not recommended for sending mass marketing emails.

Save Connection Settings

Token Generation

Then you will be redirected to the Token Generation Page from where we need to copy

and store the generated Token to use in the FluentSMTP Settings as below:

Your Access Code

Copy the following code and paste in the fluentSMTP settings

M.R3_BAY.c38b818f-f8fa-2311-d03a-143b51a90974

10



Save Microsoft Connection Settings

Now provide the earlier generated Token in the FluentSMTP Settings and finally click on
the Save Connection Settings button.

Outlook/Office365 API Settings

Please check the documentation first to create API keys at Microsoft

Store Application Keys in DB Application Keys in Config File

Application Client ID Application Client Secret

App Callback URL (Use this URL to your APP)

‘ https://testwp.ibrahimsharif.com/wp-json/fluer p/ liback |

Please authenticate with Office365 to get Access Token

Authenticate with Office365 & Get Access Token

Access Token

Please send test email to confirm if the connection is working or not.

Outlook/Office365 is not recommended for sending mass marketing emails.

Save Connection Settings

11



